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ABSTRACT

As a company’s network structure is getting bigger and the number of security system is increasing, it is not easy to
quickly detect abnormal traffic from huge amounts of security system events. In this paper, We propose traffic visualization
analysis system(FDANT-PCSV) that can detect and analyze security events of information security systems such as firewalls
in real time. FDANT-PCSV consists of Parallel Coordinates visualization using five factors(source IP, destination IP,
destination port, packet length, processing status) and Sankey visualization using four factors(source IP, destination IP,
number of events, data size) among security events. In addition, the use of big data-based SIEM enables real-time detection
of network attacks and network failure traffic from the internet and intranet. FDANT-PCSV enables cyber security officers
and network administrators to quickly and easily detect network abnormal traffic and respond quickly to network threats.
Keywords: abnormal network traffic, parallel coordinates, sankey, detection, visualization
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Table 1. Typical attributes of flow-based data
such as Netflow using a network switch

Attribute Description

Src 1P Source IP Address

Src Port Source Port

Dest IP Destination IP Address

Dest Port | Destination Port

Proto Transport Protocol

Duration Duration of the flow

Bytes Number of transmitted bytes

Packets Number of transmitted packets
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Table 2. Information of FDANT-PCSV dash-
board using big data based SIEM(SPLUNK)

Topic Description
Time zone Select dates, times and ranges
Index Index name used by SPLUNK
Number of

. . The number of flows to show
View Line

outer: IP not used by the corpo-
ration, inner: IP used by the
corporation, total: IP including
both internal and external

Source [P or
Dest IP
Range

action, source IP, destination
5-tuples IP, destination port range,
packet length range, action

Include Choose whether or not to show
Source Port |the source port
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Table 5. Weekday ‘A" firewall total traffic vs.
abnormal traffic using big data-based SIEM

Table 4. Abnormal traffic through the “A” fire- “A".ﬁrewall A el
wall measured for 10 minutes date cEIhy tgtal daily abgormal
N traffic traffic
source number packet destination () number of | traffic | number of | traffic
P of events | size(MB) P events (GB) events (GB)
a.b.f.167 58,200 7.76 2. b.%.100 8.28 52,995k 6.76 36,364k 4.65
a.b.g.106 31,915 4.28 8.29 53,566k 6.84 37,034k 4.73
a.b.f.167 50,859 6.61 8.30 47,938k 6.12 31,782k 4.06
a.b.h.141 40,323 5.33 | a.b.x.99 9.2 52,406k 6.69 35,402k 4.53
a.b.i.70 11,863 1.55 9.3 48,815k 6.23 33,048k 4.22
a.b.f.141 7,896 1.00 9.4 10,614k 1.33 0 0
a.b.g.201 7,788 1.00 | 224.0.0.252 9.5 10,435k 1.31 0 0
a.b.j.36 7,786 0.98 9.6 9,300k 1.17 0 0
a.b.g.201 5,842 0.76 | a.b.g.255 9.9 8,145k 1.03 0 0
g.2.j.36 5,842 0.76 | g.g.k.255 9.10 6,143k 0.78 0 0




A BN 5 83] =1

(2020. 8) 701

FE A-WEP oA EAE i o)Ak Bl
A=A dsteh. o] F Algaa] A-usha o o}
& o4 Ed¥S FDANT-PCSVE w8l 4l
1% A} 2019.9.10. A-3hye] A olHlE 4
£ 6urt A, Edgeke 0.78GBE HF Z4it}
Fig. 13.& A-Wspielx] LAl o] Ee]
< AAs] #(2019.9.2.)3 $(2019.9.5.)] &
A olME $E u|wd Zlolch A-wEH e 1A
3z oMl EV} thE ol AL &1 = 9l

S

rln

412 (A3 2) Server / Clients O|AF E2f= EFX|

Fig. 14.(c)= B-#3k¥ 2 SIEM®| &% &<t
At Edlgofrs Mgl B-wshe] Hd Ed)
Hofy H7 TGB A= At} B-wse e o
ko] 11, 4GB(2019 12.5.), 13GB(2019.
12.6.), 16.2GB(2019.12.9.)% A F7}8ic}.

ARl SIEM®] o<l 38 Eefjgek 32GBR2 =
I3 =W, SIEM-2 HoPm|23HE Aaga &
o] FuiElt} 2019.12.11. SIEMS] &= EZqf
°] 30.8GBZ ZA=%ict. FDANT-PCSVE |4
sto] B-wlsbHoA] WSl AA Efule B}
3 o)k EdlY ' E A=kl

Fig. 14.(a)< B-¥34¥& FDANT-PCSVZ 1
#71(2019.12.11. 09:30~09:31) A3k tlo]e]
Z2or}. Parallel Coordinates tlolelzzl A
97 TP(a.b.x.99~100)°14 H2%] IP(a.b.f.
167) % cl=Fe] Eggo] A},

w3k, Sankey tholo]zals EAE] B b
[P(a.b.x.99, a.b.x.100)7 Z## IP(a.b.f.167)
7F Eggofe] wig & ASs & 5 stk e &
WA IPeld %47 IP(ab.f167)% 2% 4%
t oMES] $7} 56~5740] o]& AER W E
2 go] Ayl

IP7} a.b.f.167¢1 A|2€e 3AF W] AT E9 ]
5 HYsle Azdoen Falxglo 5874H2019.
12.11. 09:30~09:35) ZA=] IP(a.b.f.167)3}
AAdE B A W PC g= 1,778W2 1 <fo] vj
5 wol vIEY = vl 2 F31E Zegc)

Fig. 14.(b)~= FDANT-PCSVZ B-#}3ly<]
WA oMl EE A|7tEgl Zlo|al Table 5.+ B-1s}
Ho] oo oulE o} E kS vpehd Ho|t).

Table 6.5 24 2019.12.11. B-1tsph oMl E
o} Edgofe] Haux|o| S} B-ukshH o] A

(M Al

o

o g
l abx.99 /6,923 /3.58315MB__ _

fur detail(otal 35,

Fig. 14.(a) 1-minute traffic of SIEM(include
B-firewall traffic)
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Fig. 14.(c) Daily traffic of SIEM(include
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Fig. 14.(d) Daily traffic of SIEM(after removing
abnormal B-firewall traffic)
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Table 6. Weekday “B" firewall total traffic vs.
abnormal traffic using big data-based SIEM

‘B” firewall ‘B’ firewall
daily total daily abnormal
date traffic traffic (x.x.x.167)

('19)
number of| traffic |number of| traffic

events (GB) events (GB)

12.2 30,949k 7.10 0 0
12.3 32,998k 7.57 0 0
12.4 33,718k 7.73 0 0

12.6 26,563k | 13.41
12.9 31,333k | 15.83
12.10 | 33,431k | 16.89 | 28,253k 14.31
12.11 | 33,453k | 16.90 | 28,396k 14.38
12.12 | 12,550k 6.32 7,566k 3.83

22,211k 11.24
26,247k 13.29

12.13 4,451k 2.22 0 0
12.16 5,235k 2.61 0 0
12.17 5,239k 2.62 0 0

E & 5,235 A, EdFSE 2.61GBE golA
tt. FDANT-PCSV A48k &3 Fig. 14.(d)¢t
7ol 2019.12.13.%F€] B-#3hHe] o]y Eefo]
A= SIEM®] o) Exfjefo] A 5w drt.
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o-f- wgket, ol Ed A7 § B-wsbgel o
o oWl E 7} el HA E3d.
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Fig. 15. Comparison of daily events in B fire-
wall before and after abnormal traffic removal

aal

4.2 AMojH 2ot 2HEo| Olat Ery

H

=
421 (A 3) ZE 3 ¢ A7 EX|
FDANT-PCSVE

Fig. 16.& o]-8-3le] TPS9

| 2 A Eghe,
(x.244.44.36)= 2019.9.10. 16:36:58¢°l
IP(x.x.x.133)°l Wizt £E ~& A=3l}, o] %
16:42:03¢] ZE ~& FA8taL 16:43:584-¢
80 EEE o] & 1 =& Ao 4 20 A
Z7b AdES odAska 17:01:2300 ) 208 &
A&kl FDANT-PCSVE o

i

r
djg oft A &

oL Y 10
2L N o o

H9] Fgown EE 20 2 9 27 3

Al

=

< ul

— =

3 eAlska &&= let

“UHEYS  dstip  dstport pktlen  action

xxx.133 xxx.133

S

3 3
x.244.44.36 / 5,305 / 2.36MB x.244.44.36

Fig. 16. Detection of web and port scans
coming into the Internet using FDANT-PCSV
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